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SECTION I INVITATION TO TENDER
NOTICE DATE: Tuesday, 1st September, 2020

TENDER REF NO: NMC/ONT/02/2020-2021

TENDER NAME: TENDER FOR PROPOSED SUPPLY, INSTALLATION,
TESTING, TRAINING AND COMMISSIONING OF BIOMETRIC SYSTEM,
NETWORK SECURITY FIREWALL AND CCTV SYSTEM

Numerical Machining Complex LTD is an engineering firm incorporated under
the Companies Act as a Limited Liability Company established in 1994 by the
Kenyan Government. The Company aims at becoming the regional market
leader in steel production, and manufacture of high quality machinery,
machine tools and components through employing appropriate state of the art

technology and highly skilled man power.

Numerical Machining Complex Ltd invites sealed bids from eligible candidates
for supply, installation, testing, training and commissioning of Biometric
System, Network Security Firewall and CCTV system

Interested eligible candidates may obtain further information and inspect the
tender documents at Numerical Machining Complex Ltd located at Workshop Rd
from the Procurement Office during normal working hours.

A complete set of tender documents may be obtained by interested candidates
upon payment of non-refundable fees of 1,000 in cash or Bankers cheque
payable to Numerical Machining Complex Ltd cash office or downloaded for free
from the company website www.nmc.go.ke or Public Procurement Information
Portal www.tenders.go.ke.

Bidders who download the document from the websites MUST register their
interest immediately by sending an email to supplies@nmc.go.ke stating
Company name, contact person, email, postal address and telephone number .

Completed tender documents are to be enclosed in plain sealed envelopes
marked with tender reference number and be deposited in the Tender Box at
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Numerical Machining Complex Ltd, Workshop Rd or be addressed to The
Managing Director, Numerical Machining Complex Ltd, P.O Box 70660-00400
Nairobi so as to be received on or before 14th September, 2020 at 11.00am
East African Time.

Tenders must be accompanied with a bid security from a Commercial Bank for
Kshs 50,000.00 and must be valid for 90 days.

Bulky tenders which will not fit in the tender box shall be received by the
procuring entity through the office of the Managing Director and shall be
recorded.

Prices quoted should be net inclusive of all applicable taxes, delivery at
Numerical Machining Complex and must be in Kenya Shillings or any free
convertible currency and shall remain valid for Ninety (90) days from the closing
date of the tender. The exchange rate to be use will be the prevailing CBK
exchange rate on the date of opening.

There shall be a mandatory site visit on 8th September, 2020 at 11:00am.
Bidders who attend the site visit will be issued with a duly signed and stamped
site visit certificate immediately after the visit and will in addition receive an
acknowledging email from supplies@nmc.go.ke on the same day.

Tenders will be opened immediately thereafter in the presence of the Candidates
or their representatives who choose to attend at Numerical Machining Complex
Ltd.

Only one witness per tenderer will be allowed during opening of tenders. This is
in compliance with the GoK guidelines on Covid -19 pandemic management.

Numerical Machining Complex reserves the right to terminate the procurement
proceedings, at any time without entering into a contract in accordance with
Section 63 of the PPADA, 2015.

Managing Director
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SECTION II - INSTRUCTIONS TO TENDERERS

2.1

2.1.1

2.1.2

2.1.3

2.1.4

2.2

2.2.1

2.2.2

2.2.3

Eligible Tenderers

This Invitation for Tenders is open to all tenderers eligible as described in
the Appendix to Instructions to Tenderers. Successful tenderers shall
complete the supply, install, test, train and commissioning of the
equipment by the intended completion date specified in the tender
documents.

The procuring entity’s employees, committee members, board members
and their relative (spouse and children) are not eligible to participate in
the tender unless where specially allowed under section 131 of the Act.

Tenderers shall provide the qualification information statement that the
tenderer (including all members of a joint venture and subcontractors) is
not associated, or have been associated in the past, directly or indirectly,
with a firm or any of its affiliates which have been engaged by the
Procuring entity to provide consulting services for the preparation of the
design, specifications, and other documents to be used for the
procurement of the goods under this Invitation for tenders.

Tenderers involved in corrupt or fraudulent practices or debarred from
participating in public procurement shall not be eligible.

Eligible Equipment

All equipment to be supplied and installed under the contract shall have
their origin in eligible source countries.

For purposes of this clause, “origin” means the place where the
equipment(s) are produced. Goods are produced when, through
manufacturing, processing, or substantial and major assembly of
components, a commercially-recognized product results that is
substantially different in basic characteristics or in purpose or utility from
its components

The origin of equipment is distinct from the nationality of the tenderer
and shall be treated thus in the evaluation of the tender.
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2.3 Cost of Tendering

2.3.1 The Tenderer shall bear all costs associated with the preparation and
submission of its tender, and the procuring entity, will in no case be responsible
or liable for those costs, regardless of the conduct or outcome of the tendering
process.

2.3.2 The price to be charged for the tender document shall not exceed Ksh
1,000.00.

2.3.3 The procuring entity shall allow the tenderer to review the tender document
free of charge before purchase.

2.4. Contents of Tender Document

2.4.1 The tender document comprises the documents listed below and addenda
issued in accordance with clause 2.6 of these instructions to tenderers
(i) Invitation to Tender
(i) Instructions to Tenderers
(ili) General Conditions of Contract
(iv)  Special Conditions of Contract
(V) Schedule of requirements
(vi)  Technical Specifications
(viij Tender Form and Price Schedules
(vii) Tender Security Form
(ix) Contract Form
(%) Performance Security Form
(xi) Bank Guarantee for Advance Payment Form
(xii) Manufacturer’s Authorization Form
(xiii) Confidential Business Questionnaire Form
(xiv) Declaration form
(xv) Request for Review Form

2.4.2 The Tenderer is expected to examine all instructions, forms, terms, and
specifications in the tender documents. Failure to furnish all information
required by the tender documents or to submit a tender not substantially
responsive to the tender documents in every respect will be at the
tenderers risk and may result in the rejection of its tender.
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2.5 Clarification of Tender Documents

2.5.1 A prospective tenderer making inquiries of the tender

documents may notify the Procuring entity in writing or by post at the

entity’s address indicated in the invitation for tenders. The Procuring

entity will respond in writing to any request for clarification of the

tender documents, which it receives not later than seven (7) days prior to the
deadline for the submission of tenders, prescribed by the

procuring entity. Written copies of the Procuring entities response

(including an explanation of the query but without identifying the

source of inquiry) will be sent to all prospective tenderers that have

received the tender document.

2.5.2 The procuring entity shall reply to any clarifications sought by the tenderer
within 3 days of receiving the request to enable the tenderer to make timely
submission of its tender.

2.6 Amendment of Tender Documents

2.6.1 At any time prior to the deadline for submission of tender, the procuring
entity, for any reason, whether at its own initiative or in response to a
clarification requested by a prospective tenderer, may modify the tender
documents by issuing an addendum.

2.6.2 All prospective tenderers that have obtained the tender documents will be
notified of the amendment in writing or by post and will be binding on
them.

2.6.3 In order to allow prospective tenderers reasonable time in which to take
the amendment into account in preparing their tenders, the Procuring
entity, at its discretion, may extend the deadline for the submission of
tenders.

2.7 Language of Tender

2.7.1 The tender prepared by the tenderer, as well as all correspondence and
documents relating to the tender exchange by the tenderer and the
Procuring entity, shall be written in English language, provided that any
printed literature furnished by the tenderer may be written in another
language provided they are accompanied by an accurate English
translation of the relevant passages in which case, for purposes of
interpretation of the tender, the English translation shall govern.
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2.8 Documents Comprising the Tender

2.8.1 The tender prepared by the tenderers shall comprise the following

components.
(@) a Tender Form and a Price Schedule completed in accordance
with paragraph 2.9, 2.10 and 2.11 below
(b) documentary evidence established in accordance with

paragraph 2.12 that the tenderer is eligible to tender and is
qualified to perform the contract if its tender is accepted;

(c) documentary evidence established in accordance with
paragraph 2.13 that the goods and ancillary services to be
supplied by the tenderer are eligible goods and services and
conform to the tender documents; and

(d)  tender security furnished in accordance with paragraph 2.14

(e) Confidential Business Questionnaire

2.9 Tender Form

2.9.1 The tenderer shall complete the Form of Tender and the appropriate Price
Schedule furnished in the tender documents, indicating the equipment to
be supplied, installed and commissioned and a brief description of the
equipment, their country of origin, quantity, and prices.

2.10 Tender Prices

2.10.1 The tenderer shall indicate on the appropriate Price Schedule the unit
prices where applicable and total tender price of the equipment and
installation it proposes to supply under the contract.

2.10.2 Prices indicated on the Price Schedule shall be entered separately in the
following manner:

(i) the price of the equipment quoted EXW (ex works, ex factory, ex
warehouse, ex showroom, or off-the-shelf, as applicable), including all
customs duties and sales and other taxes already paid or payable:

(ii)  charges for inland transportation, insurance, and other local costs
incidental to delivery of the goods to their final destination; and

(iii) installation charges shall also be indicated separately for each
equipment

2.10.3 Prices quoted by the tender shall remain fixed during the Tender’s
performance of the contract. A tender submitted with an adjustable
price quotation will be treated as non-responsive and will be rejected,
pursuant to paragraph 2.22 unless otherwise agreed by the parties.
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2.11 Tender Currencies

2.11.1 Prices shall be quoted in the following currencies:
(@) For equipment that the tenderer will supply from within Kenya,
the prices shall be quoted in Kenya Shillings; and
(b) For equipment that the tenderer will supply from outside Kenya,
the prices may be quoted in US Dollars or in another freely
convertible currency.
(c) Cost of installation and commissioning will be in Kenya Shillings.

2.12 Tenderers Eligibility and Qualifications

2.12.1 Pursuant to paragraph 2.1. the tenderers shall furnish, as part of its
tender, documents establishing the tenderers eligibility to tender and
its qualifications to perform the contract if its tender is accepted.

2.12.1 The documentary evidence of the tenderers eligibility to tender shall
establish to the Procuring entity’s satisfaction that the tenderer, at the
time of submission of its tender, is from an eligible source country as
defined under paragraph 2.1

2.12.2 The documentary evidence of the tenderes qualifications to perform
the contract if its tender is accepted shall establish to the Procuring
entity’s satisfaction;

(@) that, in the case of a tenderer offering to supply equipment under
the contract which the tenderer did not manufacture or otherwise
produce, the tenderer has been duly authorized by the equipment,
Manufacturer or producer to supply the equipment

(b) that the tenderer has the financial, technical, and production
capability necessary to perform the contract;

(c) that, in the case of a tenderer not doing business within Kenya, the
tenderer is or will be (if awarded the contract) represented by an
Agent in Kenya equipped, and able to carry out the Tenderer’s
maintenance, repair, and spare parts-stocking obligations
prescribed in the Conditions of Contract and/or Technical
Specifications.

2.13 Goods Eligibility and Conformity to Tender Document

2.13.1 Pursuant paragraph 2.2 of this section, the tenderer shall furnish,
as part of its tender documents establishing the eligibility and conformity
to the tender documents of all equipment which the tenderer proposes to
supply under the contract

2.13.2 The documentary evidence of the eligibility of the goods shall consist
of statement in the Price Schedule of the country of origin of the goods and
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services offered which shall be confirmed by a certificate of origin issued
at the time of shipment.

2.13.3 The documentary evidence of conformity of the equipment to the
tender documents may be in the form of literature, drawings, and data,
and shall consist of:

a) a detailed description of the essential technical and performance
characteristic of the equipment

b) a list giving full particulars, including available source and current
prices of spare parts, special tools, etc., necessary for the proper and
continuing functioning of the equipment for a period of two (2) years,
following commencement of the use of the equipment by the
Procuring entity; and

c) a clause-by-clause commentary on the Procuring entity’s Technical
Specifications demonstrating substantial responsiveness of the
goods and service to those specifications, or a statement of
deviations and exceptions to the provisions of the Technical
Specifications.

2.13.4 For purposes of the commentary to be furnished pursuant to
paragraph 2.13.3(c ) above, the tenderer shall note that standards for
workmanship, material, and equipment, as well as references to brand
names or catalogue numbers designated by the Procurement entity in its
Technical Specifications, are intended to be descriptive only and not
restrictive. The tenderer may substitute alternative standards, brand
names, and/or catalogue numbers in its tender, provided that it
demonstrates to the Procurement entity’s satisfaction that the
substitutions ensure substantial equivalence to those designated in the
Technical Specifications.

2.14 Tender Security

2.14.1 The tenderer shall furnish, as part of its tender, a tender security
for the amount and form specified in the Appendix to Instructions to
Tenderers.

2.14.2 The tender security shall be in the amount not exceeding 2 percent
of the tender price.

2.14.3 The tender security is required to protect the Procuring entity
against the risk of Tenderer’s conduct which would warrant the security’s
forfeiture, pursuant to paragraph 2.14.7

2.14.4 The tender security shall be denominated in Kenya Shillings or in
another freely convertible currency, and shall be in the form of

“Facilitating and Promoting Industrialization”



a) Cash

b) A bank guarantee

c) Such insurance guarantee approved by the Authority
d) Letter of credit.

2.14.5 Any tender not secured in accordance with paragraph 2.14.1 and
2.14.3 will be rejected by the Procuring entity as non responsive, pursuant
to paragraph 2.22

2.14.6 Unsuccessful Tenderer’s tender security will be discharged or
returned as promptly as possible but not later than thirty (30) days after
the expiration of the period of tender validity prescribed by the Procuring
entity.

2.14.7 The successful Tenderer’s tender security will be discharged upon
the tenderer signing the contract, pursuant to paragraph 2.27 and
furnishing the performance security, pursuant to paragraph 2.28

2.14.8 The tender security may be forfeited:

a) if a tenderer withdraws its tender during the period of tender validity
specified by the procuring entity on the Tender Form; or
b) in the case of a successful tenderer, if the tenderer fails:

i) to sign the contract in accordance with paragraph 2.27
1. or
ii) to furnish performance security in accordance with paragraph 2.28
c) If the tenderer rejects correction of an arithmetic error in the tender.

2.15 Validity of Tenders

2.15.1 Tenderers shall remain valid for 90 days or as specified in the tender
documents after date of tender opening prescribed by the Procuring entity,
pursuant to paragraph 2.20. A tender valid for a shorter period shall be
rejected by the Procuring entity as non responsive.

2.15.2 In exceptional circumstances, the Procuring entity may solicit the
Tenderer’s consent to an extension of the period of validity. The request
and the responses thereto shall be made in writing. The tender security
provided under paragraph 2.14 shall also be suitably extended. A tenderer
may refuse the request without forfeiting its tender security. A tenderer
granting the request will not be required nor permitted to modify its tender.
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2.16 Format and Signing of Tender

2.16.1 The Tenderer shall prepare two copies of the tender, clearly marking each
“ORIGINAL TENDER” and “COPY OF TENDER,” as appropriate. In the event of
any discrepancy between them, the original shall govern.

2.16.2 The original and all copies of the tender shall be typed or written in
indelible ink and shall be signed by the tenderer or a person or persons duly
authorized to bind the tenderer to the contract. All pages of the tender, except
for unamended printed literature, shall be initialed by the person or persons
signing the tender.

2.16.3 The tender shall have no interlineations, erasures, or overwriting except
as necessary to correct errors made by the tenderer, in which case such
corrections shall be initialed by the person or persons signing the tender.

2.17 Sealing and Marking of Tenders

2.17.1 The Tenderer shall seal the original and each copy of the tender in
separate envelopes, duly marking the envelopes as “ORIGINAL” and
“COPY.” The envelopes shall then be sealed in an outer envelope.

2.17.2 The inner and outer envelopes shall:
(@) be addressed to the Procuring entity at the address given on he Invitation
to Tender.

(b)  bear the tender number and name in the Invitation to Tender and the
words “DO NOT OPEN BEFORE (14th September, 2020 at 11:00am.

2.17.3 The inner envelopes shall also indicate the name and address of the
tenderer to enable the tender to be returned unopened in case it is declared
“late”.

2.17.4 If the outer envelope is not sealed and marked as required by
paragraph 2.17.2, the Procuring entity will assume no responsibility for
the tender’s misplacement or premature opening.

2.18 Deadline for Submission of Tenders

2.18.1 Tenders must be received by the Procuring entity at the address specified
under paragraph 2.17.2 not later than 14th September, 2020 at 11:00am .

2.18.2 The Procuring entity may, at its discretion, extend this deadline for the
submission of tenders by amending the tender documents in accordance with
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paragraph 2.6, in which case all rights and obligations of the Procuring entity
and candidates previously subject to the deadline will therefore be subject to the
deadline as extended

2.18.3 Bulky tenders which will not fit in the tender box shall be received by the
procuring entity as provided for in the Appendix.

2.19 Modification and Withdrawal of Tenders

2.19.1 The tenderer may modify or withdraw its tender after the tender’s
submission, provided that written notice of the modification, including
substitution or withdrawal of the tenders, is received by the Procuring
entity prior to the deadline prescribed for submission of tenders.

2.19.2 The Tenderer’s modification or withdrawal notice shall be prepared,
sealed, marked, and dispatched in accordance with the provisions of
paragraph 2.17. A withdrawal notice may also be sent by cable, telex but
followed by a signed confirmation copy, postmarked not later than the
deadline for submission of tenders.

2.19.3 No tender may be modified after the deadline for submission of
tenders.
2.19.4 No tender may be withdrawn in the interval between the deadline for

submission of tenders and the expiration of the period of tender validity
specified by the tenderer on the Tender Form. Withdrawal of a tender
during this interval may result in the Tenderer’s forfeiture of its tender
security, pursuant to paragraph 2.14.7

2.20 Opening of Tenders

2.20.1 The Procuring entity will open all tenders in the presence of
tenderers’ representatives who choose to attend, on 14th September,
2020 at 11:00am at Numerical Machining Complex Ltd , Parking
Area.

The tenderers’ representatives who are present shall sign a tender opening
register evidencing their attendance.

2.20.2 The tenderers’ names, tender modifications or withdrawals, tender
prices, discounts and the presence or absence of requisite tender security
and such other details as the Procuring entity, at its discretion, may
consider appropriate, will be announced at the opening.

2.20.3 The Procuring entity will prepare minutes of the tender opening.
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2.21 Clarification of Tenders

2.21.1 To assist in the examination, evaluation and comparison of tenders
the Procuring entity may, at its discretion, ask the tenderer for a
clarification of its tender. The request for clarification and the response
shall be in writing, and no change in the prices or substance of the tender
shall be sought, offered, or permitted.

2.21.2 Any effort by the tenderer to influence the Procuring entity in the
Procuring entity’s tender evaluation, tender comparison or contract award
decisions may result in the rejection of the tenderers’ tender.

2.22 Preliminary Examination and Responsiveness

2.22.1 The Procuring entity will examine the tenders to determine whether
they are complete, whether any computational errors have been made,
whether required sureties have been furnished, whether the documents
have been properly signed, and whether the tenders are generally in order.

2.22.2 Arithmetical errors will be rectified on the following basis. If there
is a discrepancy between the unit price and the total price that is obtained
by multiplying the unit price and quantity, the unit price shall prevail, and
the total price shall be corrected. If the candidate does not accept the
correction of the errors, its tender will be rejected, and its tender security
may be forfeited. If there is a discrepancy between words and figures the
amount in words will prevail

2.22.3 The Procuring entity may waive any minor informality or non-
conformity or irregularity in a tender which does not constitute a material
deviation, provided such waiver does not prejudice or effect the relative
ranking of any tenderer.

2.22.4 Prior to the detailed evaluation, pursuant to paragraph 2.23 the
Procuring entity will determine the substantial responsiveness of each
tender to the tender documents. For purposes of these paragraphs, a
substantially responsive tender is one, which conforms to all the terms
and conditions of the tender documents without material deviations. The
Procuring entity’s determination of a tender’s responsiveness is to be
based on the contents of the tender itself without recourse to extrinsic
evidence.

2.22.5 If a tender is not substantially responsive, it will be rejected by the
Procuring entity and may not subsequently be made responsive by the
tenderer by correction of the non conformity.
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2.23 Conversion to Single Currency

2.23.1 Where other currencies are used, the Procuring Entity will convert
those currencies to Kenya Shillings using the selling exchange rate on the date
of tender closing provided by the Central Bank of Kenya.

2.24 Evaluation and Comparison of Tenders
2.24.1 The Procuring entity will evaluate and compare the tenders which

have been determined to be substantially responsive, pursuant to
paragraph 2.22

2.24.2 The Procuring entity’s evaluation of a tender will exclude and not
take into account
(@) in the case of equipment manufactured in Kenya or equipment of

foreign origin already located in Kenya, sales and other similar
taxes, which will be payable on the goods if a contract is awarded to
the tenderer; and

(b) any allowance for price adjustment during the period of execution of
the contract, if provided in the tender.

2.24.3 The comparison shall be of the ex-factory/ex-warehouse/off-the-
shelf price of the goods offered from within Kenya, such price to include
all costs, as well as duties and taxes paid or payable on components and
raw material incorporated or to be incorporated in the goods.

2.24.4 The Procuring entity’s evaluation of a tender will take into account,
in addition to the tender price and the price of incidental services, the
following factors, in the manner and to the extent indicated in paragraph
2.23.5 and in the technical specifications:

(@) delivery and installation schedule offered in the tender;

(b) deviations in payment schedule from the specifications in the Special
Conditions of Contract;

(c) the cost of components, mandatory spare parts and service;

(d) the availability in Kenya of spare parts and after-sales service for the

equipment offered in the tender;

2.24.5 Pursuant to paragraph 2.24.4 the following evaluation methods
will be applied

(@) Delivery schedule
(i) The Procuring entity requires that the equipment under the

Invitation for Tenders shall be delivered at the time specified in the
Schedule of Requirements. Tenders offering deliveries longer than
the procuring entity’s required delivery time will be treated as non-
responsive and rejected.
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(b) Deviation in payment schedule

Tenderers shall state their tender price for the payment of schedule outlined in
the special conditions of contract. Tenders will be evaluated on the basis of this
base price. Tenderers are, however, permitted to state an alternative payment
schedule and indicate the reduction in tender price they wish to offer for such
alternative payment schedule. The Procuring entity may consider the alternative
payment schedule offered by the selected tenderer.

(c) Spare parts and after sales service facilities

Tenderers must offer items with service and spare parts back-up. Documentary
evidence and locations of such back-up must be given. Where a tenderer offers
items without such back-up in the country, he must give a documentary
evidence and assurance that he will establish adequate back-up for items
supplied.

2.24.6 The tender evaluation committee shall evaluate the tender within 30
days of the validity period from the date of opening the tender.

2.24.7 Preference where allowed in the evaluation of tenders shall not
exceed 15%

2.25 Contacting the Procuring Entity

2.25.1 Subject to paragraph 2.21 no tenderer shall contact the Procuring
entity on any matter related to its tender, from the time of the tender
opening to the time the contract is awarded.

2.25.2 Any effort by a tenderer to influence the Procuring entity in its
decisions on tender, evaluation, tender comparison, or contract award
may result in the rejection of the Tenderer’s tender.

2.26 Award of Contract

(@) Post-Qualification

2.26.1 In the absence of pre-qualification, the Procuring entity will
determine to its satisfaction whether the tenderer that is selected as having
submitted the lowest evaluated responsive tender is qualified to perform
the contract satisfactorily.

2.26.2 The determination will take into account the tenderer financial,
technical, and production capabilities. It will be based upon an
examination of the documentary evidence of the tenderers qualifications
submitted by the tenderer, pursuant to paragraph 2.12.3 as well as such
other information as the Procuring entity deems necessary and
appropriate.

“Facilitating and Promoting Industrialization”



2.26.3 An affirmative determination will be a prerequisite for award of the
contract to the tenderer. A negative determination will result in rejection
of the Tenderer’s tender, in which event the Procuring entity will proceed
to the next lowest evaluated tender to make a similar determination of that
Tenderer’s capabilities to perform satisfactorily.

(b) Award Criteria

2.26.4 The Procuring entity will award the contract to the successful
tenderer(s) whose tender has been determined to be substantially
responsive and has been determined to be the lowest evaluated tender,
provided further that the tenderer is determined to be qualified to perform
the contract satisfactorily.

2.26.5 To qualify for contract awards, the tenderer shall have the following:

a) Necessary qualifications, capability experience, services,
equipment and facilities to provide what is being procured.

b) Legal capacity to enter into a contract for procurement

c) Shall not be insolvent, in receivership, bankrupt or in the
process of being wound up and is not the subject of legal
proceedings relating to the foregoing.

d) Shall not be debarred from participating in public
procurement.

(c) Procuring Entity’s Right to Accept or Reject Any or All Tenders

2.26.6 The Procuring entity reserves the right to accept or reject any tender, and
to annul the tendering process and reject all tenders at any time prior to contract
award, without thereby incurring any liability to the affected tenderer or tenderer
of the grounds for the procuring entity’s action

2.26.7 The procuring entity may at any time terminate procurement
proceedings before contract award and shall not be liable to any person
for the termination

2.26.8 The procuring entity shall give prompt notice of the termination to
the tenderers and on request give its reasons for termination within 14
days of receiving the request from any tenderer.

2.26.9 A tenderer who gives false information in the tender document about
is qualification or who refuses to enter into a contract after notification of
contract award shall be considered for debarment from participating in
future public procurement.
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2.27 Notification of Award

2.27.1 Prior to the expiration of the period of tender validity, the Procuring
entity will notify the successful tenderer in writing that its tender has been
accepted.

2.27.2 The notification of award will signify the formation of the Contract
but will have to wait until the contract is finally signed by both parties.
Simultaneous other tenderers shall be notified that their tenders have not
been successful.

2.27.3 Upon the successful Tenderer’s furnishing of the performance
security pursuant to paragraph 2.29, the Procuring entity will
simultaneously inform the other tenderers that this tenderrs have not been
successful

2.28 Signing of Contract

2.28.1 At the same time as the Procuring entity notifies the successful
tenderer that its tender has been accepted, the procuring entity will
simultaneously inform the other tenderers that their tenders have not been
successful.

2.28.2 Within fourteen (14) days of receipt of the Contract Form, the
successful tenderer shall sign and date the contract and return it to the
Procuring entity.

2.28.3 The parties to the contract shall have it signed within 30 days from
the date of notification of contract award unless there is an administrative
review request.

2.29 Performance Security

2.29.1 Within Thirty (30)days of the receipt of notification of award from
the Procuring entity, the successful tenderer shall furnish the performance
security in accordance with the Conditions of Contract, in the Performance
Security Form provided in the tender documents, or in another form
acceptable to the Procuring entity.

2.29.2 Failure of the successful tenderer to comply with the requirements
of paragraph 2.28 or paragraph 2.29 shall constitute sufficient grounds
for the annulment of the award and forfeiture of the tender security, in
which event the Procuring entity may make the award to the next lowest
evaluated Candidate or call for new tenders.
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2.30 Corrupt or Fraudulent Practices

2.30.1 The procuring entity requires that tenderers observe the highest
standard of ethics during the procurement process and execution of
contracts. A tenderer shall sign a declaration that he has and will not be
involved in corrupt or fraudulent practices.

3.30.2 The Procuring entity will reject a proposal for award if it determines
that the tenderer recommended for award has engaged in corrupt or
fraudulent practices in competing for the contract in question.

3.30.3 Further a tenderer who is found to have indulged in corrupt or
fraudulent practices risks being debarred from participating in public
Procurement in Kenya.
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APPENDIX TO INSTRUCTIONS TO TENDERERS

The following information regarding the particulars of the tender shall
complement supplement or amend the provisions of the instructions to
tenderers. Wherever there is a conflict between the provision of the instructions
to tenderers and the provisions of the appendix, the provisions of the appendix
herein shall prevail over those of the instructions to tenderers.

INSTRUCTIONS TO PARTICULARS OF APPENDIX TO
TENDERERS REFERENCE | INSTRUCTIONS TO TENDERS
2.1.1 This tender is an Open National Tender for all

qualified candidates

2.5.1 Clarifications may be requested not later than
SEVEN (7) days before the submission date. Email:
supplies@nmec.go.ke

2.14.1 Tender security of Kshs 50,000.00 valid for 90
days from the date of opening the tender from a
Commercial Bank registered in Kenya.

2.16.1 Bidders MUST submit two copies of the tender
document, clearly marking each “ORIGINAL
TENDER” and “COPY OF TENDER”.

2.18.1 The tender will be closed on 14t September, 2020
at 11:00am.

2.18.1 Tenders will be opened in the presence of bidders
who choose to attend on 14t September, 2020 at
11:00am at Numerical Machining Complex,

Workshop Rd, parking area.

2.29.1 Performance Security is 10% of contract sum in
form of Bank guarantee from a Commercial Bank
registered in Kenya.

2.27.2 For greater certainty, a notification of intention to
enter into a contract does not constitute a contract
nor reduce the validity period of the tender security.
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A) MANDATORY SPECIFICATIONS

No. Criteria Yes | No
1. Bidder MUST submit two sets of tender documents clearly
marked ORIGINAL & COPY
2. Bidder MUSTprovide tender security of Kshs 50,000.00 from a
Commercial Bank and valid for 90 days
3. The bidder MUST be accredited by ICT Authority
4. Bidder MUST provide Litigation history in the format provided in
the Tender document, must be filled, signed and stamped to be
returned with tender submission.(Form A.)
5. Bidder Must Dully fill, sign and stamp price schedule
0. Bidder MUST Duly fill, sign and stamped form of Tender
7. Bidder must paginate/serialize all the documents in the tender
document in a continous manner without alteration
8. Bidder MUST duly fill, stamp and sign the confidential business
questionnaire.
9. Bidder MUST provide copy of valid tax compliance issued by
Kenya Revenue Authority
10. Bidder MUST provide Copy of Certificate of Incorporation or a
Certificate of Registration
11. Bidder MUST provide Copy of valid Business permit from the
County Government
12. Bidder MUST provide Copy of CR 12
14. Bidder MUST provide Power of Attorney
15. Bidder MUST provide recommendation letters from three (3)
clients whom he/she have supplied, Installed and commissioned
a similar equipment
16. Bidder MUST attach Certified Audited Financial Statement for
the last 3-consecutive years.
17. Bidder MUST attach a duly signed and stamped form by ICT as
proof of site visit scheduled to take place on 8th September,
2020 at 11:00am at Numerical Machining Complex Ltd.
18. Bidder MUST be licenced by Communication Authority of Kenya
under Class D (This applies to CCTV system only)
19. Bidder MUST provide a manufacturers authorization /Dealership

certificate (This applies to Network Security Firewall only)

Bidders who meet all the mandatory requirements will qualify to proceed to
technical evaluation for each equipment.
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B1. Technical Evaluation for Network Security Firewall (Pass mark 90% of
105 marks i.e 94.5

SPECIFICATION REQUIREMENT |TENDERER TO | SCORES
SPECIFY
1. GENERAL (Smarks)

a) Supply, Install, Test, 1
Train and Commission a Yes
Network security firewall

b) Supplied new and Yes 1
unused equipment

C) Specify 1
MAKE

d) Specify 1
MODEL

e) Specify 1
COUNTRY OF ORIGIN

2.PERFORMANCE (100 marks)

PLATFORM REQUIREMENT SPECIFICATIONS Compli MARKS Bidder Response
ant
(Detailed
L ED
If complied,
Y=Yes Bidders MUST
provide
N=No explanation of

compliance with
reference to
datasheet,
technical write-up
or bill of
materials

1. Highlights 2

1.1. High availability with active/active and active 1
/passive modes

1.2. Redundant power input for increased reliability

2. Key Security Features

2.1 Classifies all applications, on all ports, all the 3
time

2.1.1 Identifies the application, regardless of port, 1
SSL/ SSH encryption, or evasive technique
employed.
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2.1.2 Uses the application, not the port, as the basis
for all your safe enablement policy decisions:
allow, deny, schedule, inspect, and apply traffic-
shaping.

2.1.3 Categorizes unidentified applications for policy
control, threat forensics, or App-ID™ technology
development.

2.2 Enforces security policies for any user, at any
location

2.2.1 Deploys consistent policies to local and remote
users running on the Windows®, macOS ®,
Linux, Android®, or Apple iOS platforms.

2.2.2 Enables agentless integration with Microsoft
Active Directory® and Terminal Services, LDAP,
Novell eDirectory™, and Citrix.

2.2.3 Easily integrates your firewall policies with
802.1X wireless, proxies, network access
control, and any other source of user identity
information.

2.3 Prevents known and unknown threats

2.3.1 Blocks a range of known threats—including
exploits, malware and spyware—across all ports,
regardless of common evasion tactics employed.

2.3.2 Limits the unauthorized transfer of files and
sensitive data, and safely enables non-work-
related web surfing.

2.3.3 Identifies unknown malware, analyzes it based
on hundreds of malicious behaviors, and then
automatically creates and delivers protection.

3. Performance and Capacities

3.1 Firewall throughput: 24 Gbps

3.2 Threat Prevention throughput: 3 Gbps

3.3 [Psec VPN throughput: 20 Gbps

3.4 Max sessions: 700,000

3.5 New sessions per second 450,000

3.6 IPsec VPN tunnels/tunnel interfaces: 2,000

3.7 Virtual routers: 5

3.8 Security zones: 30

3.9 Max number of policies: 1500

4. Networking Features

4.1 Interface Modes L2, L3, tap, virtual wire
(transparent mode)
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4.2 Routing OSPFv2/v3 with graceful restart, BGP
with graceful restart, RIP, static routing, Policy-
based forwarding, Point-to-Point Protocol over
Ethernet (PPPoE), Multicast: PIM-SM, PIM-SSM,
IGMP v1, v2 and v3

4.3 IPsec VPN, Key exchange: manual key, IKEv1,
and IKEv2 (pre-shared key, certificate- based
authentication), Encryption: 3DES, AES (128-bit,
192-bit, 256-bit), Authentication: MDS, SHA-1,
SHA-256, SHA-384, SHA-512

4.4 VLANs: 802.1Q VLAN tags per device/per
interface: 4,094/4,094

4.5 Network Address Translation: NAT modes (IPv4):
static IP, dynamic IP, dynamic IP and port (port
address translation), NAT64, NPTv6; Additional
NAT features: dynamic IP reservation, tunable
dynamic IP and port oversubscription

4.6 High Availability, Modes: active/active,
active/passive; Failure detection: path
monitoring, interface monitoring

5. Hardware Specifications

11

5.11/0 (input/output): (4) 10/100/1000, (8) Gigabit SFP

5.2 Management I/O
(1(1) 10/100/1000 out-of-band management port

(2) 10/100/1000 high availability port
(1) RJ-45 console port
(1) USB port & (1) Micro USB Console Port

5.3 The proposed firewalls must have 240 GB SSD for logs

5.4 Max BTU/hr: 256

5.5 Safety: cCSAus, CB

5.6 Weight (Stand-Alone Device/As Shipped): Less than 3
kg

5.7EMI: FCC Class B, CE Class B, VCCI Class B

5.8 Airflow: Front to back

5.9 Certifications: SOC2, FedRAMP, Common Criteria,
FIPS 140-2, NCSC Foundation Grade Certification,
ANSSI top-level certification, USGV6, ICSA, NEBS

5.10 Environment: Operating temperature: 32° to 104°
F, 0° to 40° C; Non-operating temperature: -4° to 158°
F, -20° to 70° C Passive cooling

6. Operation Mode

24

6.1 The proposed firewalls shall support policy-based
Network Address Translation (NAT) and Port Address
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Translation (PAT) and able to operate in routing/NAT
mode.

6.2 The proposed firewalls shall support Domain Name
System (DNS) proxy and Dynamic Host Configuration
Protocol for IPv6 (DHCPv6) relay

6.3 The proposed firewalls shall support [Pv6 routing for
virtual routers.

6.4 QoS Policy-based traffic shaping (priority, guaranteed,
maximum)

6.5 QoS Policy-based on application category,
users/groups or any combination

6.6 The proposed firewalls shall support in-box logging and
reporting mechanism to generate comprehensive
reports like “but not limited to” (User Activity Reports,
Top Applications, Top Attackers, Top victims,
Applications running in port 80...)

6.7 The proposed firewall shall support real time
interactive graphical dashboard to highlight high risky
applications, suspicious app-centric content and users

6.8 The proposed firewall must have the ability to schedule
PDF report generation and send it over

6.9 Should Integrate user-identification allowing Active
Directory groups, and specific users to access a
particular application, while denying others

6.10 Should Integrate user-identification allowing
RADIUS groups, or users to access a particular
application, while denying others

6.11 Should support XML API that would allow the
firewall to be integrated with any known NAC, and
WLAN controllers for user identification

6.12 Should support Syslog Receiver feature that would
allow the firewall to be integrated with any known NAC,
and WLAN controllers for user identification

6.13 Should identify at least 2000+ commercial
applications

6.14 The firewall should be capable of identifying and
optionally preventing the transfer of various files (i.e.
MS Office, PDF, etc.) via identified applications (i.e.
P2P, IM, SMB, etc.)

6.15 Tap Mode, Layer 2, and Layer3 (should be
supported in the same virtual system at the same time)

6.16 The firewall should take decision based on different
matching parameters not based on layer4 parameters.
It should be based on applications, URL categories,
device state, IP addresses, security zones,
username/group(s)

6.17 Policies based on port-and-protocol And Application
as the match criteria (application decision should not
be done separately)

6.18 Policy-based control by URL category - as a policy
matching criterion

6.19 Policy-based control by user, group or IP address
(user control should be flexible to support a single user
not only AD groups)
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6.20 Block files by type: bat, cab, dll, exe, pdf, and reg

6.21 Support Geographical Location policy in a security
rule, where connections going to a country or countries
can be blocked

6.22 Policy support of IPv6 rules/objects, multicast
rules/objects, scheduled time of day enablement

6.23 Should support XML API that would allow the
firewall to be integrated with any known NAC, and
WLAN controllers for user identification

6.24 Should Integrate user-identification allowing
RADIUS groups, or users to access a particular
application, while denying others

7. Data Filtering:

7.1Files should be identified by file types or by signature

7.2 The firewall should be capable of identifying and
optionally preventing the transfer of various files (i.e.
MS Office, PDF, etc.) via identified applications (i.e.
P2P, IM, SMB, etc.)

7.3 Compressed information stored in zipped files should
be able to be unpacked and filtered per policy

7.4 The firewall should be capable of identifying and
optionally preventing the transfer of files containing
sensitive information (i.e. credit card numbers) via
regular expression

7.5 Should not have any file size limitation in checking
content for keywords

7.6 The platform should be capable to enforce file blocking
on different applications running on same L4 session

7.7 Control Drive-By Download (Files which are
downloaded/transferred via web applications without
knowledge of the user - it might have an exploit that
can attack end user’s workstation)

8. User Identification:

14

Should support the following authentication services for
user-identification: -

8.1 Active Directory

8.2 Exchange

8.3LDAP

8.4 eDirectory

8.5Radius

8.6 Karberos

8.7 Client Certificate
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8.8 Captive Portal -
8.9 Terminal Server 1
8.10 Supports the creation of security policies based on 1

Active Directory Users and Groups in addition to

source/destination IP
8.11 Users from Citrix and terminal services 1

environments should be supported in policy and logs
8.12 Populate all logs with user identity (traffic, IPS, 1

URL, data, etc.)
8.13 Logged user-identification correlated in real-time 1
9. Technical Certification:
9.1 Quualifications of Key Technical Staff to be deployed in 15

NMC'’s assignment A Technical Personnel certified on

the proposed NGFW System

10
9.1.1 Two Degree holders in support(Degree in IT or
related field) 2

9.1.2 Diploma holder in IT related field
9.1.3 Personnel Certified in proposed NGFW System 3
10. Warranty Period, Support and License Renewals must 1

provide
10.1 At least One (1) Year Warranty 1
11.Support: 3
7.1 To provide Full access to the online support portal and 3

24 x 7 x 365 phone and email support. Additional

elements to include full access to software fixes ,

features releases, and onsite support

TOTAL MARKS 100 100

Bidder(s) who scores at least 94.5/105 marks (90%) will proceed to the

financial evaluation

NB. Convert the marks to 80 as follows:

Bidders marks x 80

105
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B2. Technical Evaluation for CCTV System

SPECIFICATION REQUIREMENT TENDERER TO | SCORES
SPECIFY
1. GENERAL (5marks)

a) Supply, Install, Test, 1
Train and Commission a Yes
CCTV System

b) Supplied new and Yes 1
unused equipment

C) Specify 1
MAKE

d) Specify 1
MODEL

e) Specify 1
COUNTRY OF ORIGIN

PERFORMANCE (100 marks)

PLATFORM REQUIREMENT SPECIFICATIONS | Complia MARKS Bidder Response
nt
(Detailed Response)
(Y/N/P) TOTAL | EARNED
If complied, Bidders
MUST provide
Y=Yes explanation of
compliance with
N=No reference to
datasheet, technical
P=Partial write-up or bill of
materials
12. Dome Cameras 15
1.3.42pcs Led, 40 meters IR Range ,4.0 MP, 3
(Qty 16)
1.4. Camera Size: 18(L)x 7.5(W)x7(H)cm 3
1.5.IR cut filter with auto switch 3
1.6. Lens 4mm, 6mm @ F2.0, Angle of view: 3
83°(4mm), 55.4°(6mm)
1.7.Dual stream Support 3
13.Bullet Cameras 18
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2.1. Metal Water proof HD Camera
(Application: Outdoor/Indoor)

2.2.42pcs Leds, 40 meters IR Range

2.3. 1-ch Audio Input

2.4. All In One Bracket

2.5. Camera Size: 18(L)x 7.5(W)x7(H)cm

2.6.Ideal for Commercial/Industrial System
(Factory; Building; Government; etc)

W W W W W W

14.

NVR

12

3.1. Supports RAID 0, 1, 5, 6, 10 and N+1
hot spare for even more reliable data
storage, effectively avoids data loss risks

3.2. Advanced streaming technology enables
smooth live view in poor network
conditions

3.3.DC12V/4A Power adapter

3.4.Up to 64 channel IP cameras can be
connected

3.5.Up to 320 Mbps (or 200 Mbps when
RAID is enabled) high incoming
bandwidth ensures IP cameras can be
connected

3.6. Supports some specialist cameras,
including people counting camera/ANPR
(automatic number plate recognition)
camera/fisheye camera

15.Accessories

21

5.1 Cat 6 Network cables (9 Rolls)

5.2U 9 cabinet (1 Pc)

5.3 Eight (8) Port — POE Switch (8 Pcs)

5.4 Trunkings/Conduits/Nails (150 Pcs)

5.5 M5 Light Beam (2 Pc)

5.6 4 TB Internal Hard Disks (2 Pcs)

5.7 Led Monitor (1 Pc)

W W W W W W W

16.

Technical Certification:

20

6.1 Qualifications of Key Technical Staff to be
deployed in NMC’s assignment.
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6.2 Two Degree holders in support (Degree in 10
IT or related field)
6.3 Diploma holder in IT S
6.4 Personnel Certified in proposed CCTV 5
System
17.Warranty Period, Support and License 5
Renewals must provide
7.1 At least One (1) Year Warranty S
18. Support: 9
8.1 Provide annual 24 x 7, 365 onsite and 6
offsite support, on need basis.
8.2 Additional support to include full access 3
to software fixes, features releases, and
onsite support where applicable.
TOTAL MARKS 100 100

Bidder(s) who scores at least 94.5/105 marks (90%) will proceed to the

financial evaluation

NB. Convert the marks to 80 as follows:

Bidders marks x 80
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B3. Technical Evaluation for Biometric System

SPECIFICATION REQUIREMENT TENDERER TO | SCORES
SPECIFY
1. GENERAL (5marks)

a) Supply, Install, Test, 1
Train and Commission a Yes
CCTV System

b) Supplied new and Yes 1
unused equipment

C) Specify 1
MAKE

d) Specify 1
MODEL

e) Specify 1
COUNTRY OF ORIGIN

PERFORMANCE (95 marks)

PLATFORM REQUIREMENT SPECIFICATIONS Compliant MARKS Bidder Response
(Y/N/P) .
(Detailed Response)
TOTAL | EARNED
If complied, Bidders
Y=Yes MUST provide
explanation of
N=No compliance with
reference to
P=Partial dz&tashee.t,
technical write-up
or bill of materials
19.Leave Management 10
3.7. Create paid/ un-paid leaves. 2
3.8. Monthly leaves accumulation based on 2
yearly quota.
3.9. Set leaves to carry forward balances, 2
exclude weekly Offs, holidays, etc.
3.10. Half day leaves. 2
3.11. Easy to use leave application & 2
printing of application form.
20. Attendance Processing 9 3
4.1. Single click processing of the raw 2
attendance data.
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4.2. Allows processing in bulk or individual
employees within flexible date range.

4.3. Option to manually change the timings by
authorized users directly from attendance
register.

4.4. Absent tracking with remarks, with
permission /without permission.

21.

Communication Module

10

5.1. Synchronize with various hardware
across multiple locations.

5.2. Fully integrated with multiple devices.

5.3. Multiple technologies can work on the
same software, providing flexibility to the
user.

5.4. Auto extracts attendance data from
device at scheduled intervals.

5.5. Auto integration of download data into
application.

N

22.

Overtime Management

12

22.1. Automated overtime capture and
processing.

22.2. Restriction based on overtime.

22.3. Employee wise overtime
configuration.

22.4. Role-based access to overtime
approvals.

22.5. Special OT3 and OT4

22.6. Easy overtime authorization flow

N N N N N N

23.

Special Features

12

23.1. Extensive clocking card
management.

23.2. Comprehensive employee master.

23.3. Multiple record grouping levels for
accurate analysis.

23.4. Detailed parameters to customize
application for specific environment.

23.5. Customizable processing periods.

23.6. Holiday setup as per organization
policy.

N N N N N N

24.Additional Features

12

24.1. At least up to 6,000 entries

N

24.2. At least 2000mAh backup battery
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24.3. High-image quality (Face 2
recognition / Retina scan) and fingerprint

sensor
24.4. Supports optional GPRS and Wi-Fi 2
24.5. TFT display 2
24.6. Uses TCP/IP communication 2
25. Configurations /Setup 18
25.1. Job costing and audit trail. 2
25.2. Auto emailer of report. 2
25.3. Gate pass. 2
25.4. Out station official visit tracking. 2
25.5. Warning and termination letters. 2
25.6. Automatic report scheduler and 2
mailer.
25.7. Report layout tool (for clients do 2
design the reports).
25.8. Integration to various ERPs (e.g 2

SAP, SAGE, EBIZ, PEOPLE SOFT &
Third-party payroll)

25.9. Can be integrated with 3rd party 2
for attendance data.

26.Technical Support 8
26.1. Any staff certified in IT e.g 4
Networking or User Support.
26.2. One staff certified to support the 4
proposed system
27.Warranty Period, Support and License 4
Renewals must provide
27.1. At least One (1) Year Warranty 4
TOTAL SCORED 95 95

Bidder(s) who scores at least 90/100 marks (90%) will proceed to the
financial evaluation

NB. Convert the marks to 80 as follows: Bidders marks x 80
100
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C. Financial Evaluation (20) marks — Pass mark of 15marks

No. | Criteria Total Score | Bidder’s
S
(Max Score) core
1. Minimum Sales annual turnover of
Kshs 10,000,000.00 (Smarks)
2. Current ratio (current Assets /current liabilities)
Must be > 1
3. Net working Capital ratio
(current Assets-current liabilities)/current liabilities
Must be >1
4. Cash Ratio (Cash & Cash equivalents)/current liabilities
Must be 2 0.5
Award Criteria
For Each Equipment the tender will be awarded to the bidder who meet
all the mandatory requirements, scores at least 90% of the technical
evaluation marks i.e 72/80 score at least 15marks out 20marks of the
financial evaluation and is the tenderer with the lowest evaluated price
for the equipment.
Summary of Evaluation Criteria for Each Equipment
No. Evaluation Criteria Max Marks | Pass mark
1. Mandatory Requirements Yes Yes
2. Technical Evaluation 80 72
(Marks have been converted to 80%)
3. Financial Evaluation 20 15
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SECTION IIT - GENERAL CONDITIONS OF CONTRACT

3.1 Definitions

3.1.1 In this Contract, the following terms shall be interpreted as indicated:-

(@) “The Contract” means the agreement entered into between the
Procuring entity and the tenderer, as recorded in the Contract Form
signed by the parties, including all attachments and appendices thereto
and all documents incorporated by reference therein.

(b) “The Contract Price” means the price payable to the tenderer under the
Contract for the full and proper performance of its contractual
obligations

(c) “The Goods” means all of the equipment, machinery, and/or other

materials, which the tenderer is required to supply to the Procuring
entity under the Contract.

(d) “The Procuring entity” means the organization purchasing the Goods
under this Contract.
(e) “The Tenderer’ means the individual or firm supplying the Goods under

this Contract.
3.2 Application

3.2.1 These General Conditions shall apply in all Contracts made by the
Procuring entity for the procurement installation and commissioning of
equipment to the extent that they are not superceded by provisions of
other part of contract.

3.3 Country of Origin

3.3.1 For purposes of this clause, “Origin” means the place where the Goods
were mined, grown or produced.

3.3.2 The origin of Goods and Services is distinct from the nationality of the
tenderer and will be treated thus in the evaluation of the tender.

3.4 Standards

3.4.1 The Goods supplied under this Contract shall conform to the standards
mentioned in the Technical Specifications.

3.5 Use of Contract Documents and Information

3.5.1 The Candidate shall not, without the Procuring entity’s prior written
consent, disclose the Contract, or any provision therefore, or any
specification, plan, drawing, pattern, sample, or information furnished by
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or on behalf of the Procuring entity in connection therewith, to any person
other than a person employed by the tenderer in the performance of the
Contract.

3.5.2 The tenderer shall not, without the Procuring entity’s prior written
consent, make use of any document or information enumerated in
paragraph 3.5.1 above

3.5.3 Any document, other than the Contract itself, enumerated in paragraph
3.5.1 shall remain the property of the Procuring entity and shall be
returned (all copies) to the Procuring entity on completion of the Tenderer’s
performance under the Contract if so required by the Procuring entity

3.6 Patent Rights

3.6.1 The tenderer shall indemnify the Procuring entity against all third-party
claims of infringement of patent, trademark, or industrial design rights
arising from use of the Goods or any part thereof in the Procuring entity’s
country

3.7 Performance Security

3.7.1 Within twenty eight (28) days of receipt of the notification of Contract
award, the successful tenderer shall furnish to the Procuring entity the
performance security where applicable in the amount specified in Special
Conditions of Contract.

3.7.2 The proceeds of the performance security shall be payable to the Procuring
entity as compensation for any loss resulting from the Tenderer’s failure
to complete its obligations under the Contract.

3.7.3 The performance security shall be denominated in the currency of the
contract, or in a freely convertible currency acceptable to the procuring
entity and shall be in the form of

a) Cash

b) Bank guarantee

c) Such insurance guarantee approved by the Authority
d) Letter of credit

3.7.4 The performance security will be discharged by the Procuring entity and
returned t the Candidate not late than thirty (30) days following the date
of completion of the Tenderer’s performance obligations under the
Contract, including any warranty obligations, under the Contract
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3.8 Inspection and Tests

3.8.1 The Procuring entity or its representative shall have the right to inspect
and/or to test the equipment to confirm their conformity to the Contract
specifications. The Procuring entity shall notify the tenderer in writing in
a timely manner, of the identity of any representatives retained for these
purposes.

3.8.2 The inspections and tests may be conducted in the premises of the
tenderer. All reasonable facilities and assistance, including access to
drawings and production data, shall be furnished to the inspectors at no
charge to the Procuring entity.

3.8.3 Should any inspected or tested equipment fail to conform to the
Specifications, the Procuring entity may reject the equipment, and the
tenderer shall either replace the rejected equipment or make alterations
necessary to make specification requirements free of costs to the Procuring
entity.

3.8.4 The Procuring entity’s right to inspect test and where necessary, reject the
equipment after the equipment arrival and installation shall in no way be
limited or waived by reason of the equipment having previously been
inspected, tested and passed by the Procuring entity or its representative
prior to the equipment delivery.

3.8.5 Nothing in paragraph 3.8 shall in any way release the tenderer from any
warranty or other obligations under this Contract.

3.9 Packing

3.9.1 The tenderer shall provide such packing and packaging of the equipment
as is required to prevent their damage or deterioration during transit to
their final destination, as indicated in the Contract.

3.9.2 The packing, marking, and documentation within and outside the
packages shall comply strictly with such special requirements as shall be
expressly provided for in the Contract

3.10 Delivery and Documents

3.10.1 Delivery of the equipment, documents and installation of the same
shall be made by the tenderer in accordance with the terms specified by
Procuring entity in its Schedule of Requirements and the Special
Conditions of Contract
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3.11 Insurance

3.11.1 The equipment supplied under the Contract shall be fully insured
against loss or damage incidental to manufacturer or acquisition,
transportation, storage, and delivery in the manner specified in the Special
conditions of contract.

3.12 Payment

3.12.1 The method and conditions of payment to be made to the tenderer under
this Contract shall be specified in Special Conditions of Contract

3.12.2 Payments shall be made promptly by the Procuring entity as specified in
the contract

3.13 Prices

3.13.1 Prices charged by the tenderer for equipment delivered and installation
performed under the Contract shall not, with the exception of any price
adjustments authorized in Special Conditions of Contract, vary from the
prices by the tenderer in its tender.

3.13.2 Contract price variations shall not be allowed for contracts not exceeding
one year (12 months)

3.13.3 Where contract price variation is allowed, the variation shall not exceed
10% of the original contract price.

3.13.4 Price variation requests shall be processed by the procuring entity within
30 days of receiving the request.

3.14. Assignment

The tenderer shall not assign, in whole or in part, its obligations to perform under
this Contract, except with the Procuring entity’s prior written consent

3.15. Subcontracts

3.15.1 The tenderer shall notify the Procuring entity in writing of all subcontracts
awarded under this Contract if not already specified in the tender. Such
notification, in the original tender or later, shall not relieve the tenderer from any
liability or obligation under the Contract
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3.16. Termination for Default

3.16.1 The Procuring entity may, without prejudice to any other remedy for
breach of Contract, by written notice of default sent to the tenderer, terminate
this Contract in whole or in part
(@) if the tenderer fails to deliver any or all of the equipment within
the period9s) specified in the Contract, or within any extension
thereof granted by the Procuring entity

(b) if the tenderer fails to perform any other obligation(s) under the
Contract
(c) if the tenderer, in the judgment of the Procuring entity has

engaged in corrupt or fraudulent practices in competing for or in
executing the Contract
3.16.2 In the event the Procuring entity terminates the Contract in whole or in
part, it may procure, upon such terms and in such manner as it deems
appropriate, equipment similar to those undelivered, and the tenderer shall be
liable to the Procuring entity for any excess costs for such similar equipment.

3.17. Termination for convenience

3.18. Liquidated Damages

3.18.1 If the tenderer fails to deliver and/or install any or all of the items within
the period(s) specified in the contract, the procuring entity shall, without
prejudice to its other remedies under the contract, deduct from the contract
prices liquidated damages sum equivalent to 0.5% of the delivered price of the
delayed items up to a maximum deduction of 10% of the delayed goods. After
this the tenderer may consider termination of the contract.

3.19. Resolution of Disputes

3.19.1 The procuring entity and the tenderer shall make every effort to resolve
amicably by direct informal negotiation any disagreement or dispute arising
between them under or in connection with the contract

3.19.2 If, after thirty (30) days from the commencement of such informal
negotiations both parties have been unable to resolve amicably a contract
dispute, either party may require that the dispute be referred for resolution to
the formal mechanisms specified in the SCC.

3.20. Language and Law
3.20.1 The language of the contract and the law governing the contract shall be

English language and the Laws of Kenya respectively unless otherwise specified
in the SCC
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3.21. Force Majeure

3.21.1 The Tenderer shall not be liable for forfeiture of its performance security
or termination for default if and to the extent that it’s delay in performance or
other failure to perform its obligations under the Contract is the result of an
event of Force Majeure.

3.22 Notices
3.22.1 Any notice given by one party to the other pursuant to this
contract shall be sent to other party by post or by fax or Email and confirmed

in writing to the other party’s address specified.

3.22.2 A notice shall be effective when delivered or on the notices effective
date, whichever is later.
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SECTION IV -

SPECIAL CONDITIONS OF CONTRACT

4.1 Special Conditions of Contract shall supplement the General Conditions
of Contract. Whenever there is a conflict, between the GCC and the SCC,
the provisions of the SCC herein shall prevail over these in the GCC.

4.2  Special conditions of contract as relates to the GCC

REFERENCE OF GCC

SPECIAL CONDITIONS OF CONTRACT

3.7.1

Performance security of 10%

3.12.1

Payment terms will be as follows:
60% on Supply, Installation and Testing of
Equipment

30% on Training and Commissioning of
Equipment

10% on expiry of the warranty period
which begins immediately after
commissioning

3.18.1

Disputes to be resolved through
arbitration

3.8

The equipment to be inspected in the
presence of the tenderer and in the event it
is rejected it must be carted away from
NMC premises within 21 days failure to
which it shall be disposed at the tenderers
expense.
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SECTION - V- SCHEDULE OF REQUIREMENTS AND PRICES

Notes on Schedule of Requirements and Prices

5.1

5.2

5.3

5.4

5.5

This contract is for Supply, Installation, Testing, Training and
Commissioning of (a) Biometric System (b) Network Security Firewall (c)
CCTV System.

The training shall be for Ten (10) technical staff.

The equipment to be supplied, installed, tested, commissioned and staff
trained within Two (2) months.

The equipment to be supplied and installed at NMC Premises.

The prices of equipment to comprise the following:

Cost of the equipment, all other applicable taxes, Installation charges, Testing
costs, Training Costs and any other local cost incidental to the delivery of the
equipment to the final destination.
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SCHEDULE OF REQUIREMENTS

A. NETWORK SECURITY FIREWALL

Numerical Machining Complex Ltd would like solicit a potential bidder with
better technical capability and reasonable cost for money for the supply, delivery
and configuration of Next Generation Firewall as well as providing relevant
training for the same. NMC will utilize a firewall appliance (NGFW) for at least
300 Users to allow visibility into the soundness and vitality of the NMC network
security solution.

The objective of this project is to upgrade NMC network perimeter security. The
new perimeter security design must incorporate the latest technology solutions
to enable NMC to protect itself before, during and after a cyber-attack with
emphasis on prevention all cyber-attacks.

B. CCTV SYSTEM

Numerical Machining Complex Ltd seeks to secure its premises through the
installation of CCTV cameras on its various sites within a one (1) kilometer
radius which includes, offices, workshops, foundry, pattern shops and outdoor
locations within our premises.

The proposed solution must be compatible with our current environment and
include any additional equipment that might be essential to the functionality.

The Company requires a total of 37 cameras installed ( 16 Dome cameras and

21 Bullet Cameras as tabulated below.

MAIN WORKSHOP AND OFFICES

1. Main office parking area — 1 bullet camera
2. Main entrance and parking gate — 1 bullet camera
3. CNC offices corridor path — 1 bullet camera
4. Workshop main entry — 1 dome camera
5. Delivery entrance - 1 bullet camera
6. Workshop backdoor exit- 1 bullet camera
7. Inside the workshop partition areas - 5 bullet cameras
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8. Heat treatment workshop - 1 dome camera

9. Behind the workshop corridor- 1 bullet camera

10.
11.
12.
13.

Heavy fabrication workshop - 2 dome cameras
Dispatch area and gate- 1 bullet camera
Main store — 1 dome camera

Main offices corridors- 4 bullet cameras

FOUNDRY WORKSHOP

O ® N o gk Db =

—_ R
N = O

Lab area - 1 bullet camera

Lab entrance - 1 bullet camera

Casting rail area — 2 bullet camera

Foundry store and entrance — 2 bullet camera
Galvanizing area - 1 bullet camera

Blasma shop - 1 bullet camera

Core area — 1 bullet camera

Disamatic area — 2 bullet camera

Main generation room — 1 bullet camera

. Compressor area — 1 bullet camera
. Pattern shop - 1 bullet camera

. Behind galvanizing area — 2 bullet camera

C. BIOMETRIC SYSTEM

Numerical Machining Complex Ltd seeks to procure a procure a Biometric
Attendance Management System plus any required applications and licenses
where applicable with one-year support. The system is to be installed at NMC
Offices at Workshop Road for the management of attendance and related
records.

We hereby invite potential bidders with better technical capability and
reasonable cost for money for the supply, delivery, installation, training and
commissioning of a biometric attendance management system as per the
provided specifications.
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The proposed solution must be compatible with our current environment and
include any additional equipment that might be essential to the functionality.

It must be a Multi-media Fingerprint and Attendance terminal with the

following features:

Main Features

>

YV V.V V V VY V

Y

Automatic attendance management.

Accelerates payroll processing directly from recording machine.

User profile management to ensure a high level of security in system.
Easy to manage and schedule shifts.

Enables tamper-proof, simple & cost effective data collection.

Helps to clarify employee attendance discrepancies.

Scalable and open system with option to integrate with Payroll, HR, & ERP.
Automatically calculates and summarizes worked hours, OT hours, bonus
hours, lost hours

Client server architecture.

Generate reports such as Absenteeism/ presents, Clocking time analysis,
Over time Authorized over time, Late arrival, Early departure, Total
analysis, Manual modifications Leaves transactions, Due leaves , Leaves

Summary reports

Leave Management

>

YV V VY V

Create paid/un-paid leaves.

Monthly leaves accumulation based on yearly quota.

Set leaves to carry forward balances, exclude weekly Offs, holidays, etc.
Half day leaves.

Easy to use leave application & printing of application form.

Attendance Processing

>

Single click processing of the raw attendance data.
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>

Allows processing in bulk or individual employees within flexible date

range.

Option to manually change the timings by authorized users directly from

attendance register.

Absent tracking with remarks, with permission /without permission.

Overtime Management

>

YV V V V V

Automated overtime capture and processing.
Restriction based on overtime.

Employee wise overtime configuration.
Role-based access to overtime approvals.
Special OT3 and OT4

Easy overtime authorization flow

Special Features

>

YV V.V V VYV VY V

>

Job costing and audit trail.

Auto emailer of report.

Gate pass.

Out station official visit tracking.
Warning and termination letters.
Automatic report scheduler and mailer.

Report layout tool (for clients do design the reports).

Integration to various ERPs (e.g SAP, SAGE, EBIZ, PEOPLE SOFT & Third

party payroll)
Can be integrated with 3rd party for attendance data.

Configuration Setup

>

YV V. V V V

Comprehensive employee master.

Multiple record grouping levels for accurate analysis.

Detailed parameters to customize application for specific environment.
Customizable processing periods.

Holiday setup as per organization policy.

Extensive clocking card management.
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Communication Module

>
>

Fully integrated with multiple devices.

Multiple technologies can work on the same software, providing flexibility
to the user.

Auto extracts attendance data from device at scheduled intervals.
Synchronize with various hardware across multiple locations.

Auto integration of download data into application.

Other Features

>

YV V V V V

2000mAh backup battery

High-image quality (Face recognition / Retina scan)and fingerprint sensor
Supports optional GPRS and Wi-Fi

TFT display

Uses TCP/IP communication

At least up to 6,000 entries

Training

We recommend training for the User Departments; Human Resource and

Administration as well as ICT Department to facilitate User support.
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SECTION V - SCHEDULE OF REQUIREMENTS AND PRICES

A.PRICE SCHEDULE FOR NETWORK SECURITY FIREWALL

Description: Supply, delivery, Vendor Model Unit of | Qty Unit Total
installation and commissioning of and Measure Cost Cost
NGFW firewall with ALL required (OEM Part
licenses for one year, including Manufacturer Number (UoM)
support ) /
SKU
NGFW Appliance as per Unit 1
specifications
DNS Security subscription (One License 1
Year)
Threat prevention subscription License 1
(One Year)
URL filtering subscription (One License 1
Year)
Sandboxing subscription (One License 1
Year)
Premium Support (One Year) Subscri 1
tion
(Annual Maintenance And P
Support)
Installation and Configuration NA Lot
charges
TOTAL
Authorized Official:
Name Signature
Date
Note: In case of discrepancy between unit price and total, the unit price shall

prevail.

Indicate Delivery Period..........c.cooviiiiiiiiiiiiiiiiinninnn..
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B. PRICE SCHEDULE FOR CCTV SYSTEM

Description: Supply, delivery, Vendor Model Unit of | Qt | Unit Total
installation and commissioning and Measure | y Cost Cost
of CCTV System plus any ol Part
required applications and Manufactur Number (UoM)
licenses where applicable with er) /
one year support.
y 1Y SKU
Dome Camaras Unit 16
Bullet Cameras Unit 21
NVR Unit 1
Cat 6 Cables Rolls 9
Eight (8) Port — POE Switch Unit 8
Trunkings/Conduits /Nails (150 Pcs 15
Pcs) 0
MS5 Light Beam (2 Pc) Pcs 2
4 TB Internal Hard Disks Pcs 2
LED Monitor Unit 1
. Subscrip | 1
Premium Support tion
Installation and Configuration NA Lot
charges
TOTAL
Authorized Official:
Name Signature
Date

Note: In case of discrepancy between unit price and total, the unit price shall

prevail.

Indicate Delivery Period..........c.coooiiiiiiiiiiiiiiiiiiinn.
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C. BIOMETRIC SYSTEM

Description: Supply, delivery, Vendor Model Unit of | Qty Unit Total
installation and commissioning of A and Measure Cost Cost
Biometric Attendance Management (OEM Part

System plus any required Manufactur | y,mper (UoM)
applications and licenses where er) /
applicable with one-year support.

PP y PP SKU
Biometric Multi-media Fingerprint and Unit 1
Attendance terminal hardware

Subscrip 1
Application, Software and or Licenses tion/One
Off fee
Accessories
i) Backup Batteries
ii) List any other accessories
[ ]
[ ]
L]
Technical Support Lot
Installation, Configuration and NA Lot
Training Fee
TOTAL

Authorized Official:

Name Signature
Date
Note: In case of discrepancy between unit price and total, the unit price shall

prevail.

Indicate Delivery Period.........cccoooiiiiiiiiiiiiiiiiiine.
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SECTION VI - TECHNICAL SPECIFICATIONS

6.2 PARTICULARS

A. TECHNICAL SPECIFICATIONS FOR NETWORK SECURITY FIREWALL

PLATFORM REQUIREMENT SPECIFICATIONS

28. Highlights

5.6. High availability with active/active and active /passive modes

5.7.Redundant power input for increased reliability

2.4 Classifies all applications, on all ports, all the time

2.4.1 Identifies the application, regardless of port, SSL/ SSH encryption, or evasive technique
employed.

2.4.2 Uses the application, not the port, as the basis for all your safe enablement policy
decisions: allow, deny, schedule, inspect, and apply traffic-shaping.

2.4.3 Categorizes unidentified applications for policy control, threat forensics, or App-ID™
technology development.

2.5 Enforces security policies for any user, at any location

2.5.1 Deploys consistent policies to local and remote users running on the Windows®, macOS ®,
Linux, Android®, or Apple iOS platforms.

2.5.2 Enables agentless integration with Microsoft Active Directory® and Terminal Services,
LDAP, Novell eDirectory™, and Citrix.

2.5.3 Easily integrates your firewall policies with 802.1X wireless, proxies, network access
control, and any other source of user identity information.

2.6 Prevents known and unknown threats

2.6.1 Blocks a range of known threats—including exploits, malware and spyware—across all
ports, regardless of common evasion tactics employed.

2.6.2 Limits the unauthorized transfer of files and sensitive data, and safely enables non-work-
related web surfing.

2.6.3 Identifies unknown malware, analyzes it based on hundreds of malicious behaviors, and
then automatically creates and delivers protection.

29. Performance and Capacities

5.8 Firewall throughput: 24 Gbps

5.9 Threat Prevention throughput: 3 Gbps

5.10 IPsec VPN throughput: 20 Gbps
5.11 Max sessions: 700,000
5.12 New sessions per second 450,000

5.13 [Psec VPN tunnels/tunnel interfaces: 2,000

5.14 Virtual routers: 5

5.15 Security zones: 30

5.16 Max number of policies: 1500

30. Networking Features

8.3 Interface Modes L2, L3, tap, virtual wire (transparent mode)
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8.4 Routing OSPFv2/v3 with graceful restart, BGP with graceful restart, RIP, static routing,
Policy-based forwarding, Point-to-Point Protocol over Ethernet (PPPoE), Multicast: PIM-SM,
PIM-SSM, IGMP v1, v2 and v3

8.5 IPsec VPN, Key exchange: manual key, IKEv1, and IKEv2 (pre-shared key, certificate- based
authentication), Encryption: 3DES, AES (128-bit, 192-bit, 256-bit), Authentication: MDS5,
SHA-1, SHA-256, SHA-384, SHA-512

8.6 VLANSs: 802.1Q VLAN tags per device/per interface: 4,094 /4,094

8.7 Network Address Translation: NAT modes (IPv4): static IP, dynamic IP, dynamic IP and port
(port address translation), NAT64, NPTv6; Additional NAT features: dynamic IP reservation,
tunable dynamic IP and port oversubscription

8.8 High Availability, Modes: active/active, active/passive; Failure detection: path monitoring,
interface monitoring

31.Hardware Specifications

5.11 1/0 (input/output): (4) 10/100/1000, (8) Gigabit SFP

5.12 Management I/O
(1(1) 10/100/1000 out-of-band management port

(2) 10/100/1000 high availability port
(1) RJ-45 console port

(1) USB port & (1) Micro USB Console Port

5.13 The proposed firewalls must have 240 GB SSD for logs

5.14 Max BTU/hr: 256

5.15 Safety: cCSAus, CB

5.16 Weight (Stand-Alone Device/As Shipped): Less than 3 kg

5.17 EMI: FCC Class B, CE Class B, VCCI Class B

5.18 Airflow: Front to back

5.19 Certifications: SOC2, FedRAMP, Common Criteria, FIPS 140-2, NCSC Foundation Grade
Certification, ANSSI top-level certification, USGV6, ICSA, NEBS

5.20 Environment: Operating temperature: 32° to 104° F, 0° to 40° C; Non-operating temperature: -
4° to 158° F, -20° to 70° C Passive cooling

32. Operation Mode

6.25 The proposed firewalls shall support policy-based Network Address Translation (NAT) and Port
Address Translation (PAT) and able to operate in routing/NAT mode.

6.26 The proposed firewalls shall support Domain Name System (DNS) proxy and Dynamic Host
Configuration Protocol for IPv6 (DHCPv6) relay

6.27 The proposed firewalls shall support IPv6 routing for virtual routers.

6.28 QoS Policy-based traffic shaping (priority, guaranteed, maximum)

6.29 QoS Policy-based on application category, users/groups or any combination

6.30 The proposed firewalls shall support in-box logging and reporting mechanism to generate
comprehensive reports like “but not limited to” (User Activity Reports, Top Applications, Top
Attackers, Top victims, Applications running in port 80...)

6.31 The proposed firewall shall support real time interactive graphical dashboard to highlight high
risky applications, suspicious app-centric content and users

6.32 The proposed firewall must have the ability to schedule PDF report generation and send it over

6.33 Should Integrate user-identification allowing Active Directory groups, and specific users to
access a particular application, while denying others

6.34 Should Integrate user-identification allowing RADIUS groups, or users to access a particular
application, while denying others

6.35 Should support XML API that would allow the firewall to be integrated with any known NAC,
and WLAN controllers for user identification
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6.36 Should support Syslog Receiver feature that would allow the firewall to be integrated with any
known NAC, and WLAN controllers for user identification

6.37 Should identify at least 2000+ commercial applications

6.38 The firewall should be capable of identifying and optionally preventing the transfer of various
files (i.e. MS Office, PDF, etc.) via identified applications (i.e. P2P, IM, SMB, etc.)

6.39 Tap Mode, Layer 2, and Layer3 (should be supported in the same virtual system at the same
time)

6.40 The firewall should take decision based on different matching parameters not based on layer4
parameters. It should be based on applications, URL categories, device state, IP addresses,
security zones, username/group(s)

6.41 Policies based on port-and-protocol And Application as the match criteria (application decision
should not be done separately)

6.42 Policy-based control by URL category - as a policy matching criterion

6.43 Policy-based control by user, group or IP address (user control should be flexible to support a
single user not only AD groups)

6.44 Block files by type: bat, cab, dll, exe, pdf, and reg

6.45 Support Geographical Location policy in a security rule, where connections going to a country
or countries can be blocked

6.46 Policy support of IPv6 rules/objects, multicast rules/objects, scheduled time of day
enablement

6.47 Should support XML API that would allow the firewall to be integrated with any known NAC,
and WLAN controllers for user identification

6.48 Should Integrate user-identification allowing RADIUS groups, or users to access a particular
application, while denying others

33.Data Filtering:

8.14 Files should be identified by file types or by signature

8.15 The firewall should be capable of identifying and optionally preventing the transfer of various
files (i.e. MS Office, PDF, etc.) via identified applications (i.e. P2P, IM, SMB, etc.)

8.16 Compressed information stored in zipped files should be able to be unpacked and filtered per
policy

8.17 The firewall should be capable of identifying and optionally preventing the transfer of files
containing sensitive information (i.e. credit card numbers) via regular expression

8.18 Should not have any file size limitation in checking content for keywords

8.19 The platform should be capable to enforce file blocking on different applications running on
same L4 session

8.20 Control Drive-By Download (Files which are downloaded/transferred via web applications
without knowledge of the user - it might have an exploit that can attack end user’s workstation)

34.User Identification:

Should support the following authentication services for user-identification: -

9.1 Active Directory

9.2 Exchange

9.3 LDAP

9.4 eDirectory

9.5 Radius

9.6 Karberos

9.7 Client Certificate

9.8 Captive Portal

9.9 Terminal Server

9.10 Supports the creation of security policies based on Active Directory Users and Groups in
addition to source/destination IP

9.11 Users from Citrix and terminal services environments should be supported in policy and logs

9.12 Populate all logs with user identity (traffic, IPS, URL, data, etc.)
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9.13 Logged user-identification correlated in real-time

35. Technical Certification:

9.2 Quualifications of Key Technical Staff to be deployed in NMC’s assignment A Technical Personnel
certified on the proposed NGFW System

9.2.1 Two Degree holders in support(Degree in IT or related field)
9.2.2 Diploma holder in IT related field
9.2.3 Personnel Certified in proposed NGFW System

36. Warranty Period, Support and License Renewals must provide

10.2 At least One (1) Year Warranty

37.Support:

9.1 To provide Full access to the online support portal and 24 x 7 x 365 phone and email support.
Additional elements to include full access to software fixes , features releases, and onsite support
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B. TECHNICAL SPECIFICATIONS FOR CCTV SYSTEM

PLATFORM REQUIREMENT SPECIFICATIONS

38. Dome Cameras

5.8.42pcs Led, 40 meters IR Range ,4.0 MP, (Qty 16)

5.9. Camera Size: 18(L)x 7.5(W)x7(H)cm

5.10. IR cut filter with auto switch
5.11. Lens 4mm, 6mm @ F2.0, Angle of view: 83°(4mm), 55.4°(6mm)
5.12. Dual stream Support

39. Bullet Cameras

6.1. Metal Water proof HD Camera (Application: Outdoor/Indoor)

6.2.42pcs Leds, 40 meters IR Range

6.3. 1-ch Audio Input

6.4. All In One Bracket

6.5. Camera Size: 18(L)x 7.5(W)x7(H)cm

6.6. Ideal for Commercial/Industrial System (Factory; Building; Government; etc)

40.NVR

7.1.Supports RAID 0, 1, 5, 6, 10 and N+1 hot spare for even more reliable data storage,
effectively avoids data loss risks

7.2. Advanced streaming technology enables smooth live view in poor network conditions

7.3.DC12V/4A Power adapter

7.4.Up to 64 channel IP cameras can be connected

cameras can be connected

7.5.Up to 320 Mbps (or 200 Mbps when RAID is enabled) high incoming bandwidth ensures IP

7.6. Supports some specialist cameras, including people counting camera/ANPR (automatic
number plate recognition) camera/fisheye camera

41.Accessories

7.1 Cat 6 Network cables (9 Rolls)

7.2U 9 cabinet (1 Pc)

7.3 Eight (8) Port — POE Switch (8 Pcs)

7.4 Trunkings/Conduits/Nails (150 Pcs)

7.5 MS Light Beam (2 Pc)

7.6 4 TB Internal Hard Disks (2 Pcs)

7.7 Led Monitor (1 Pc)

42.Technical Certification:

10.1 Qualifications of Key Technical Staff to be deployed in NMC’s assignment.
10.2 Two Degree holders in support (Degree in IT or related field)
10.3 Diploma holder in IT
10.4 Personnel Certified in proposed CCTV System
43. Warranty Period, Support and License Renewals must provide
11.1 At least One (1) Year Warranty
44.Support:
12.1 Provide annual 24 x 7, 365 onsite and offsite support, on need basis.
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12.2 Additional support to include full access to software fixes, features releases, and

onsite support where applicable.

C.TECHNICAL SPECIFICATIONS FOR BIOMETRIC SYSTEM

PLATFORM REQUIREMENT SPECIFICATIONS

45.

Leave Management

7.7. Create paid/ un-paid leaves.

7.8. Monthly leaves accumulation based on yearly quota.

7.9. Set leaves to carry forward balances, exclude weekly Offs, holidays, etc.

7.10. Half day leaves.

7.11. Easy to use leave application & printing of application form.

46.

Attendance Processing

8.1. Single click processing of the raw attendance data.

8.2. Allows processing in bulk or individual employees within flexible date range.

8.3. Option to manually change the timings by authorized users directly from attendance register.

8.4. Absent tracking with remarks, with permission /without permission.

47.

Communication Module

9.1. Synchronize with various hardware across multiple locations.

9.2. Fully integrated with multiple devices.

9.3. Multiple technologies can work on the same software, providing flexibility to the user.

9.4. Auto extracts attendance data from device at scheduled intervals.

9.5. Auto integration of download data into application.

48.0Overtime Management
48.1. Automated overtime capture and processing.
48.2. Restriction based on overtime.
48.3. Employee wise overtime configuration.
48.4. Role-based access to overtime approvals.
48.5. Special OT3 and OT4
48.6. Easy overtime authorization flow
49. Special Features
49.1. Extensive clocking card management.
49.2. Comprehensive employee master.
49.3. Multiple record grouping levels for accurate analysis.
49.4. Detailed parameters to customize application for specific environment.
49.5. Customizable processing periods.
49.6. Holiday setup as per organization policy.
50. Additional Features
50.1. At least up to 6,000 entries
50.2. At least 2000mAh backup battery
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50.3. High-image quality (Face recognition / Retina scan) and fingerprint sensor

50.4. Supports optional GPRS and Wi-Fi

50.5. TFT display

50.6. Uses TCP/IP communication
51.Configurations /Setup

51.1. Job costing and audit trail.

51.2. Auto emailer of report.

51.3. Gate pass.

51.4. Out station official visit tracking.

51.5. Warning and termination letters.

51.6. Automatic report scheduler and mailer.

51.7. Report layout tool (for clients do design the reports).

51.8. Integration to various ERPs (e.g SAP, SAGE, EBIZ, PEOPLE SOFT & Third-party

payroll)

51.9. Can be integrated with 3rd party for attendance data.
52.Technical Support

52.1. Any staff certified in IT e.g Networking or User Support.

52.2. One staff certified to support the proposed system

53. Warranty Period, Support and License Renewals must provide

53.1. At least One (1) Year Warranty
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SECTION VII - STANDARD FORMS
Notes on the Standard Forms:
7.1 Form of Tender

This form must be completed by the tenderer and submitted with the tender
documents. It must also be duly signed by duly authorized representative of
the tenderer.

7.2 Confidential Business Questionnaire Form

This form must be completed by the tenderer and submitted with tender
documents

7.3 Tender Security Form

When required by the tender document the tenderer shall provide the tender
security either in the form included therein after or in another format
acceptable to the procuring entity.

7.4 Contract Form

The Contract form shall not be completed by the tenderer at the time of
submitting the tenderer at the time of submitting the tender. The contract
form shall be completed after contract award.

7.5 Performance Security form

The performance security form should not be completed by the tenderer at the
time of tender preparation. Only the successful tenderer will be required to
provide performance security in the sum provided herein or in another form
acceptable to the procuring entity.

7.6 Bank Guarantee for Advance Payment.
When there is an agreement to have Advance payment, this form must be duly
completed.

7.7 Manufacturer’s Authorization Form

When required by the tender document, this form must be completed and
submitted with the tender document. This form will be completed by the
manufacturer of the goods where the tender is an agent.
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7.1 FORM OF TENDER

Date

Tender No.

To:

[name and address of procuring entity]

Gentlemen and/or Ladies:
1. Having examined the tender documents including Addenda

NOS. i [insert numbers].the receipt of which is hereby
duly acknowledged, we, the undersigned, offer to supply deliver, install and
COTIMISSION ([ +envrntirintintinenterteieeeetereereeienaenaenenns (insert equipment description)

in conformity with the said tender documents for the sum of
................................................................... (total tender amount in words and
figures) or such other sums as may be ascertained in accordance with the
Schedule of Prices attached herewith and made part of this Tender.

2. We undertake, if our Tender is accepted, to deliver install and
commission the equipment in accordance with the delivery schedule specified in
the Schedule of Requirements.

3. If our Tender is accepted, we will obtain the guarantee of a bank in a
sum of equivalent to percent of the Contract Price for the due
performance of the Contract , in the form prescribed by ...................
................... ( Procuring entity).

4. We agree to abide by this Tender for a period of ...... [number| days from
the date fixed for tender opening of the Instructions to tenderers, and it shall
remain binding upon us and may be accepted at any time before the expiration
of that period.

5. This Tender, together with your written acceptance thereof and your
notification of award, shall constitute a Contract, between us. Subject to signing
of the Contract by the parties.

6. We understand that you are not bound to accept the lowest or any
tender that you may receive.

Dated this day of 20

[signature] [in the capacity of

Duly authorized to sign tender for an on behalf of
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7.2 CONFIDENTIAL BUSINESS QUESTIONNAIRE FORM

You are requested to give the particulars indicated in Part 1 and either Part
2(a), 2(b) or 2 (c ) whichever applied to your type of business

You are advised that it is a serious offence to give false information on this
form

Part 1 — General:

Business Name

....................................................................................................................

........................................................

mail ................

...................................................................................................

.............................................

Part 2 (b) Partnership
Given details of partners as follows:
Name Nationality Citizenship
Details Shares
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........

........

Part 2 (c ) — Registered Company
Private or Public

......................................................................................................................

State the nominal and issued capital of company-

Nominal Kshs. .oooviiiiiii .

Issued KsShS. iiiiiiiiiiiiiicceciiiie
Given details of all directors as follows

Name Nationality Citizenship

Details Shares
|
2.
3.
4.
5
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7.3 TENDER SECURITY FORM

WHRereas ....ooovvieiiiiiiii e [name of the tenderer]
(hereinafter called “the tenderer”) has submitted its tender dated ............. [date
of submission of tender] for the supply, installation and commissioning of
.................................... [name and/ or description of the equipment]

(hereinafter called “the Tender”) ......ccoovviiiiiiiiiiii e KNOW ALL
PEOPLE by these presents that WE ... i, of
................................................. having our registered office at .....................
(hereinafter called “the Bank”), are bound unto ................. [name of Procuring

entity} (hereinafter called “the Procuring entity”) in the sum of
......................................... for which payment well and truly to be made to the
said Procuring entity, the Bank binds itself, its successors, and assigns by these
presents. Sealed with the Common Seal of the said Bank this
day of 20

THE CONDITIONS of this obligation are:-
1. If the tenderer withdraws its Tender during the period of tender validity
specified by the tenderer on the Tender Form; or

2. If the tenderer, having been notified of the acceptance of its Tender by the
Procuring entity during the period of tender validity:
(@) fails or refuses to execute the Contract Form, if required; or
(b) fails or refuses to furnish the performance security in accordance with
the Instructions to tenderers;

We undertake to pay to the Procuring entity up to the above amount upon receipt
of its first written demand, without the Procuring entity having to substantiate
its demand, provided that in its demand the Procuring entity will note that the
amount claimed by it is due to it, owing to the occurrence of one or both of the
two conditions, specifying the occurred condition or conditions.

This tender guarantee will remain in force up to and including thirty (30) days
after the period of tender validity, and any demand in respect thereof should
reach the Bank not later than the above date.

[signature of the bank]
(Amend accordingly if provided by Insurance Company)
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7.4 CONTRACT FORM

THIS AGREEMENT made the day of 20 between

.................. [name of Procurement entity) of ........... [country of Procurement
entity] (hereinafter called “the Procuring entity) of the one part and
.......................... [name of tenderer] of .............. [city and country of tenderer]

(hereinafter called “the tenderer”) of the other part;

WHEREAS the Procuring entity invited tenders for [certain goods | and has
accepted a tender by the tenderer for the supply of those goods in the sum of
................................. [contract price in words and figures| (hereinafter called
“the Contract Price).

NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:
1. In this Agreement words and expressions shall have the same meanings
as are respectively assigned to them in the Conditions of Contract referred to:

2. The following documents shall be deemed to form and be read and
construed as part of this Agreement viz:

(@) the Tender Form and the Price Schedule submitted by the tenderer

(b) the Schedule of Requirements

(c) the Technical Specifications
(d) the General Conditions of Contract
(e) the Special Conditions of contract; and

H the Procuring entity’s Notification of Award

3. In consideration of the payments to be made by the Procuring entity to the
tenderer as hereinafter mentioned, the tenderer hereby covenants with the
Procuring entity to provide the goods and to remedy the defects therein in
conformity in all respects with the provisions of this Contract

4. The Procuring entity hereby covenants to pay the tenderer in consideration
of the provisions of the goods and the remedying of defects therein, the Contract
Price or such other sum as may become payable under the provisions of the
Contract at the times and in the manner prescribed by the contract.

IN WITNESS whereof the parties hereto have caused this Agreement to be
executed in accordance with their respective laws the day and year first above
written.

Signed, sealed, delivered by the (for  the Procuring
entity)
Signed, sealed, delivered by the (for the tenderer in the

presence of
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7.5 PERFORMANCE SECURITY FORM

TO coii
[name of Procuring entity]
WHEREAS ... [name of tenderer] (hereinafter called
“the tenderer”) has undertaken , in pursuance of Contract No.

[reference number of the contract| dated 20 to
SUPPLY e [description of goods] (hereinafter

called “the Contract”).

AND WHEREAS it has been stipulated by you in the said Contract that the
tenderer shall furnish you with a bank guarantee by a reputable bank for the
sum specified therein as security for compliance with the Tenderer’s performance
obligations in accordance with the Contract.

AND WHEREAS we have agreed to give the tenderer a guarantee:

THEREFORE WE hereby affirm that we are Guarantors and responsible to you,
on behalf of the tenderer, up to a total of .................oiiiiii. [amount of the
guarantee in words and figure] and we undertake to pay you, upon your first
written demand declaring the tenderer to be in default under the Contract and
without cavil or argument, any sum or sums within the limits of
.......................... [amount of guarantee] as aforesaid, without you needing to
prove or to show grounds or reasons for your demand or the sum specified
therein.

This guarantee is valid until the day of 20

Signed and seal of the Guarantors

[name of bank or financial institution/

[address]

[date]
(Amend accordingly if provided by Insurance Company)
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7.6 BANK GUARANTEE FOR ADVANCE PAYMENT

TO
[name of Procuring entity]

[name of tender] .......................
Gentlemen and/or Ladies:

In accordance with the payment provision included in the Special Conditions of
Contract, which amends the General Conditions of Contract to provide for
advance payment, ......ooveiiiiiiii e [name and address of
tenderer](hereinafter called “the tenderer”) shall deposit with the Procuring entity
a bank guarantee to guarantee its proper and faithful performance under the
said Clause of the Contract an amount of ...... ...................... [amount of
guarantee in figures and words].

We, the ..o [bank or financial institutions/, as instructed by
the tenderer, agree unconditionally and irrevocably to guarantee as primary
obligator and not as surety merely, the payment to the Procuring entity on its
first demand without whatsoever right of objection on our part and without its
first claim to the tenderer, in the amount not exceeding ........................ [amount
of guarantee in figures and words]

We further agree that no change or addition to or other modification of the terms
of the Contract to be performed there-under or of any of the Contract documents
which may be made between the Procuring entity and the tenderer, shall in any
way release us from any liability under this guarantee, and we hereby waive
notice of any such change, addition, or modification.

This guarantee shall remain valid in full effect from the date of the advance
payment received by the tenderer under the Contract until ............ [date].
Yours truly,

Signature and seal of the Guarantors

[name of bank or financial institution/

[address]

[date]
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7.7 MANUFACTURER’S AUTHORIZATION FORM

To [name of the Procuring entity] ......................

WHE RE A S e [ name of the
manufacturer/] who are established and reputable manufacturers of
....................... [name and/or description of the goods] having factories at
....................................... [address of factory] do hereby authorize
.............................. [name and address of Agent] to submit a tender, and
subsequently negotiate and sign the Contract with you against tender No.
............................ [reference of the Tender| for the above goods manufactured

We hereby extend our full guarantee and warranty as per the General Conditions
of Contract for the goods offered for supply by the above firm against this
Invitation for Tenders.

[signature for and on behalf of manufacturer]

Note: This letter of authority should be on the letterhead of the Manufacturer
and should be signed by an authorized person.
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7.8. LETTER OF NOTIFICATION OF AWARD

Address of Procuring Entity

To:

RE: Tender No.

Tender Name

This is to notify that the contract/s stated below under the above mentioned
tender have been awarded to you.

1. Please acknowledge receipt of this letter of notification signifying your
acceptance.

2. The contract/contracts shall be signed by the parties within 30 days of

the date of this letter but not earlier than 14 days from the date of the
letter.

3. You may contact the officer(s) whose particulars appear below on the
subject matter of this letter of notification of award.

(FULL PARTICULARS)

SIGNED FOR ACCOUNTING OFFICER
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7.9 FORMRB 1
REPUBLIC OF KENYA
PUBLIC PROCUREMENT ADMINISTRATIVE REVIEW BOARD

APPLICATION NO................ OF.............. 20.........

AND

Request for review of the decision of the............... (Name of the Procuring Entity)
of .ooiiiiiiiiil. dated the...day of ............. 20.......... in the matter of Tender
No..oovvvenenens of cooveviiiinin. 20

REQUEST FOR REVIEW
[/We. oo, ,the above named Applicant(s), of address: Physical
address................ Fax No...... Tel. No........ Email ............... , hereby request the

Public Procurement Administrative Review Board to review the whole/part of the
above mentioned decision on the following grounds , namely:-

1.

By this memorandum, the Applicant requests the Board for an order/orders

that: -

1.
SIGNED .......ccceneeee.n. (Applicant)
Dated on................ dayof ............... /...20...

FOR OFFICIAL USE ONLY

Lodged with the Secretary Public Procurement Administrative Review Board on

SIGNED
Board Secretary
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FORM A
LITIGATION HISTORY FORM

Bidders must provide information on any history of litigation or arbitration
resulting from contracts executed in the last THREE (3) years or currently under

execution.
Year Award for | Name of client, cause of| Disputed amount
or against litigation and matter in | (current value, Kshs.
dispute equivalent

(Bidders must fill this form irrespective if they have litigation or not)

SIgNAature: ....ocoviiiiiiiiiiiiiiii i

Stamp/Seal: ....cooiiiiiiiii
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